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Terms and Definitions

Terms andAbbreviations Definitions
ANR

Automatic Network Routing - InHigh-PerformanceRouting (HPR), a
highly efficient routing protocol that minimizes cycles and storage
requirements for routing networkayer packets through intermediate
nodes on the route.

APPN

Advanced Peer-Peer Networking - An extension to SKeaturing (a)

greater distributed network controlthat avoids critical hierarchical
dependencies, therehgolating theeffects of singlepoints of falure; (b)

dynamic exchange ofnetwork topology information to f&ter ease of
connection, reconfiguration, and adaptiveoute selection; (c)dynamic

definition of network resources; and (dautomatedresource registration
and directorylookup.

APPN End Node Node thathosts applications at thedge of anAPPN network

APPN Network Node Node thatprovidesnetwork control and packeforwarding in anAPPN
network

FRAD FrameRelay Access Device

HPR High Performanceérouting
An addition to APPN that enhances data-routing performance and
session reliability.

Logical Unit The entity in a node thatenables users to gailmccess tonetwork
resources andommunicate witreachother.

RTP Rapid-Transport Protocol
A connection-orientedfull-duplex transport protocol for carryingession
traffic over High-Performanc®outing (HPR) routes.

Session A logical connection between two networkccessibleunits (NAUS) that
can be activated, tailored to provide variopotocols, andleactivated, as
requested.

SNA SystemsNetwork Architecture

Transmission Group A connection between adjacent nodedifk)

Type 2.0 Node A node thatattaches to a subarea network asparipheralnode and
provides a range of end-useervices but nantermediate routingservices.
(e.g.cluster controlle3174),workstation/PC, router oFRAD)

Type 2.1node A general category ofode thatincludesAPPN network node, arAPPN
end node, or a LEN end node It catso attach as geripheralnode to a
subareaoundary node in theame way as a type 2.0 node.

Type 4.0 Node A node that is conblled by one or moretype 5 nodes. It can be a

subarea node, or, together witither type 4 nodes antheir owning type
5 node, it can beéncluded in agroup of nodedorming acomposite LEN
node or a composite network node(subarea SNACommunications
Controller,e.g. 3745 w/Network Control ProgranfNCP))
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Type 5.0 Node A node that can beonfigured to be any one of the following:

« APPN endnode
- APPN network node
LEN node
Interchange node
Migration data host (a nodthat acts as both adPPN endnode and
a subarea node)
« Subarea nodéwith an SSCP)

Together with its subordinate type 4 nodes, it adaoform a composite
LEN node or a composite network node(subareaHost Node,e.g.
System 390/Virtuallerminal Access MethodVTAM))

Terms andDefinitions V
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Introduction

With the recentgrowth of framerelay as the dataetworking industry'deading wide areaechnology and the
strength of SNA as the industryleading protocol suite for missioncritical applications, itseems anatural

match to useéhese two technologies together. To date many StAworks have beemodified to use frame
relay as asubstitute for analog andigital SDLC lines. Theprimary motivation hagypically been network
hardware and transmissidine cost reduction. However, as franrelay continues todevelop, supporting

featuressuch as quality ofervice, it isimportant to note thepecificrequirements andeatures of the frame
relay payload protocols and hofvamerelay canbest meet the requirements and enhancefélatures.

This white paper is intended tassistthose whowish to considefFrameRelay as a transmission protocol for
their SNA datatraffic. The documentgives anoverview of the issues to beonsidered and decisions to be
made. The intent of thelocument is toprovide a highlevel overviewthat can be use as a starting point to
focus onissues ofparticular concern.

SystemsNetwork Architecture(SNA) and itssuccessorédvanced Peer-Peer NetworkifdPPN) andHigh

PerformanceRouting (HPR), areextremelybroadtopics which stretch welbeyond thescope of this white
paper. This papefocuses on aspects of SNA related to using fraiglay as atransmissiormedium tocarry

SNA traffic. It attempts toexplain justenoughabout SNA control, routing, errorrecovery, congestion
management andlass of service taunderstand thessociated frameelay issues. Fomore details on SNA
componentsjnternal workings or SNA ingeneral, please refer t8ystemsNetwork Architecture Technical
Overview!2] or the APPN Overviewl[ll. These documentgprovide a highlevel starting point for those
interested in learningnore about SNA andcontainsreferences to theelated architectureeferenceshat are
the doorway to the world of algorithms, GD#riables andcontrol vectors.

This documentassumes the reader already hasremsonable understanding of framrelay and data
networking. See thether FRFwhite papers and educatianodules for information oriramerelay.

The remainder of thispaper gives an overview of the SNA market and abrief history of the SNA
technologies. Thepaperbriefly describeseach of the types of SNA networks higglfiting the distinguishing
features. Thalocument thergoesthrough theparts of SNAthatinteract with framerelay and thestandards
formats used taransport SNAover framerelay. Finally, the documentdiscusses the issues significant to
SNA traffic and howthese can be addressed using framlay.
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The SNA Market

While the growth and glamor of the Internet and #ssociatedl CP/IP protocol suite eclipses SNA in the
tradepress daily, SNAunobtrusively continues itgital role as theworkhorse ofenterprise networking. SNA
applications and networksgxist in enormous numbersoday, runningcritical business and governmental
applications worldwide. New SNA applications andtworks arebeing deployed, and SNAvill continue to
grow for a long time.

It is estimatedthat over twenty trillion dollars have beeninvested in SNAapplications in over40,000
enterprises worldwide. According taurrentsurveys, SNAaccounts for 61% ofvide areanetwork enterprise
traffic and 68% ofenterprise WAN budgetsContrary to theimage portrayed by some of the tradeess,
SNA is alive and well Fifteenyears ofannualsurveys find no decrease in SN@enetration or anwignificant
plans to convert SNA applications. SNA remainsvial solution for customers irtheir mission-critical
applications. Infact, it continues togrow, with a reported 4.7 milliorunits of SNA client softwareshipped
in 1995 and arestimated 5.38 million irl996. Existing single-enterprise SNAetworks may have as many as
one million terminals andogical units and amaverage of 435,000 active sessiofi$.

Customershave come to depend on thetability, predictability, reliability,dependability, interoperability,
and high resource utilizatiothat SNA networks provide, and theiycreasinglywant the highavailability and
performance provided bAPPN/HPR.

SNA provides a bas¢hat promoteseliability, efficiency, ease ofuse, and low cost of ownership; enhances
network dependability; improves end-user productivitgtiows for resource sharing; provides foretwork
security and resourcemanagement; protects networkivestments; simplifies problem determination;
accommodates nevacilities andtechnologies; andets independent networks communicate. SNA can be
very frugalwith expensivenetworking resourcesuch aslinks. With carefultuning, link utilizations as high
as 98% have been reported. SNuso allows for extremelyarge networks: enterprises with tens taundreds

of thousands of attachet@rminals and applications are nohcommon. Allthese featuremake it afavorite

for mission-criticalcorporate and governmental applications.

Traditionally SNA networks have been connectesing leased oswitch line facilities running SDLC and
bisync. Asnetworksgrow the cost of linkfacilities andhardwaregrowstremendously. Also thexpense to
manage multitudes dfnks is great.

One of the key factors driving thmstallation of framerelay connections is the conversion &DLC leased
lines to framerelay PVCs. Oneframerelay accessink can multiplex manyconnectionghat used to require
many adapters. Theavings on accesbardware and leaseline charges can beéramatic. Frame relay is
usually added as a software-only upgradeptoducts thatalreadysupportedSDLC leased lines. Due to the
efficiencies offramerelay, this is usually the preferred data link.

Another factor isthat it is morefeasible to fullymesh an SNA network witlirame relay than with leased
lines. Thisgivesmore paths to the network armbnsequently betterliability.

The SNA Market 3
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With the advent of multiprotocohetworks, framerelay becameessential, allowing the multiplexing of SNA
and other protocolraffic over the same virtuatircuit allowing savingsagain in hardware and leasédite
cost.
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History and Background

IBM's first release of SNA in 1974 did fonetworking what System/360 hadlone for IBM computing a
decade earlier. lbroughtorder by providingcommonality and structuréhrough asingle architecture for
data communications, aneinded the anarchy of the multitude disparatemethods andink protocols then
in use for connectingdevices tohost systems. Originally designed for thiglass house," subare&NA's
hierarchicalstructure connectethany simple devices to onpowerful mainframe. IBM added multiple-host
networking in 1977 andtransmission priority in1980. Priority allowed more important(e.g., interactive)
traffic to proceed beforeess time-critical (e.g., b&ch) traffic, improving link utilization. In 1982 IBM
introduced AdvancedProgram-to-Program CommunicatiqAPPC) soapplications could embrace the new
distributed transaction programming paradigm.

While APPC letprogrammerswrite distributedprograms, theoriginal hierarchical SNAnetwork structure
inhibited any-to-anyconnectivity,since all data had to flowhrough one or moréiost-controlled subareas.
To address this, IBMintroducedSNA's second generation, Advanced Peer-to-Peer NetworkikigPN) in
1986. Today APPN runs onvirtually all of IBM's current computing andetworking platforms, and is
available on products from awide variety of vendors, includingmplementations for PC-based270
emulators, variousnon-IBM computing platforms, and networking hardware (routergfc.)  This
broad-based investment by the industry underscores the contirimipgrtance of SNA applications and
networks.

APPN is anopen datanetworking architectur¢hat iseasy touse, has decentralizezbntrol with centralized
network managementllows arbitrary topologies, hasonnectionflexibility and continuous operation, and
requires nospecializedcommunicationshardware. It replaced theoordinatedsystem-definition required in
subarea SNA with automaticonfiguration definition, andully embraces thepeer-to-peer andlient-server
paradigms. It provides sophisticatedute selection anddynamic topology updates, andpholds SNA's
virtues, readilyaccommodatingexisting subarea networks. 14994 IBM added theDependentLogical Unit
RequestefDLUR), allowing APPN networks tocarry all types ofsubarea SNAtraffic. Recognizingthat
customerswere bestserved by ampenarchitecture, in1993 IBM sponsored thdirst APPN Implementers’
Workshop (AIW), a consortium ofietworking vendors sharing an interestAfPPN. As thestandarddody
for SNA technologies, the AlWcontinues to meet threémes a year. The latesiPPN standards can be
found on the World Wide Web dittp://www.networking.ibm.com/app/aiwhome.htm

To improve APPN availability andperformance, IBM developeHligh-PerformanceRouting (HPR). This
third-generation SNA is a fully-compatible upgrade #foPPN. Building upon APPN's topology and
directory services, HPRadds nondisruptive rerouting and improves routing performamndegle reducing
memory and processor use in intermediate nodes. SNA applications calfutbkelvantage of the features
of HPR, without modification. HPRmerges thebest attributes of connection-oriented SNA aA®PN,
and connectionless IP, and then adds advanced rate-based congestiwol to provide state-of-the-art
networking.

In 1992 and 1994, IBMdeveloped Peripheral an&xtended Border Nodes fopartitioning very large

networks intosmaller subnets. Border nodesllow directory searches and sessionsspan interconnected
subnets,while limiting topology flows. They replace SNAnetwork interconnect (SNI)providing a secure
way to divide orinterconnect networkaccording to any policies or criteria.

History andBackground 5
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In 1996, the AIW approved"HPR Extensions for ATM Networks." This standaildts customers exploit
AsynchronousTransferMode Quality of Servicefrom existing SNA applications,giving them a way tomeet
response timgoals for business-criticalpplications over AT Mwhile minimizing link costs. This islone by
matching each applicationiseeds with an ATM virtual circuitvith specific characteristicssuch asreserved
bandwidth orbesteffort. SNA applications are in ainique position to takeadvantage ofQoS, because
SNA is the onlywidely usedprotocol withclass of service in itapplication programmingnterface.

In 1997 IBM added native multi-link transmission groups to HRfRoducts. This populafeature from
subarea SNA tunes netwoidapacity byaggregatindow-speed links dials extrabandwidth on demand, and
maintains thantegrity of atransmission grouplespite individual linkfailures.

Now that APPN matches orexceeds everynajor feature ofsubarea SNA, custometncreasingly recognize
that it is a worthyheir to SNA. Furthermore APPN is thevehicle for meeting 100 percertiostavailability
requirements ancdexploiting the powerful capabilities of the System 390 Parabelterprise Server. The
coming yearswill see further APPN developments as IBM harnessexslay's networkresources to make the
largest assemblage of datantent, on IBMservers, available for fruitfutollaboration the World Wide Web.
We are starting to witness universatcessfrom any client or browserreplacing yesterday'glamorous but
dilute webcontent. Newlinkages to thecorporation's most valuablimformation resources, theorporate
MIS databases, are enabling electromiommerce tothrive. Even as companiegjump on thelInternet
bandwagonAPPN preserves theontinuing immensealue of their mission-critical SNA applications.
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SNA and Frame Relay protocols

Relative to the SNA protocoldrrameRelay is used as a transmissiaredium, see Figure FrameRelay
provides SNA with aink or transmission groug TG). All forms of SNA use theterm TG as an abstraction
for a link or set of linksbetween adjacent nodes. A TG comprising twomore parallel links is called a
multilink TG.

]
End
Users
Node » =
A J—
e - A
LUs |
cp ——
Y
TS
PS
PU — | Naus
DFC Legend:
CP  =Control Point
| | TC DFC =Data Flow Control
» DLC =Data Link Control
_ LU  =Logical Unit
NAU =Network Accessible Unit
I PC =Path Control
. PHC =Physical Control
PC PS =Presentation Services
Path Control Elements PU =Physical Unit
TC =Transmissicn Control
- TS =Transaction Services
I Transport
L Network
Link Stations LG
1 . %
Link Connections PHC

Figure 1. SNA and-rameRelay Protocols

One of the features of frammelay isthat it exploitstoday'shigh-speed, high quality transmissidines by not
performinghop-by-hoperror recovery as seen in X.25. The framelay network puts theresponsibility for
error recovery on the eneéquipment if itneeds it. Because SNA typicalbarriesmissioncritical data, error
recovery is needed over frantelay. The layer directlyabove frame relay is typically Link Layer Control
(IEEE 802.2)type 2. Thislayer providesreliableretransmission of any lost asorruptedframes. For HPR
this function is performed by thRapid Transport ProtocqRTP).

SNA and FrameRelay protocols 7
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Above thelayer providing reliable transmission are the the SNlayersresponsible forcontrol (CP-CP and
SSCP-PU)sessions. These controlink status, routing and topology, and deafassions. Above theselayers

are the datassessiongLU-LU) that areused to transfer datkom user to user or program to program. For
more information ortheselayers please see [1] and [2].

8 SNA overFrameRelay



0 1997 IBM Corporation

Different Types of SNA

As mentioned above, SNA hgwogressednto three distinct models. The three models are subarea SNA,
APPN, and HPR. Each is described briefly below. In all models, all communications are
connection-oriented. Asession is establishedetween partner applications for data flow through the
network.

Subarea SNA

Subarea networks are thmost classicform of an SNA network. They are&haracterized by hierarchical
network roles. They typically involve a host node (Type 5 €.g. System 390 mainframe witWTAM),
communicationscontrollers (Type 4 - e.g. 3745/NCP) andseveralperipheral nodegType 2 or 2.1 -e.g.
cluster controllers orworkstations/PCsgtc.). All communication ismediated by the T5 nodes which
contain aSystemservicesControl Point(SSCP).

Subarsa Node

Subarea Node

FParipheral Node

Legend:

—  Coaxial Connection
— Z—— sDLCLink

— S/370 Data Channel
PN Peripheral Node
SN Subarea Node

Figure 2. SubareaHierarchical Network
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Each node in asubarea network contains Bhysical Unit (PU). The Physical Unit is responsible for
performing local node functions such asctivating and deactivating linké.g. frame relay connections, or
leased lines) tadjacent. To do this, the Plhustexchangecontrol information with thecontrolling System
ServicesControl Point (SSCP). Once theecessary links are activated, thpgograms or terminals can
exchangedatausing sessionbetweenLogical Units (LUs). These aralso controlled by the Syste®ervices
Control Point.

The hierarchical nature ofubarea networks has sonwsadvantages irthat the centralized control of
communicationgesults in staticoutes and great deal oftonfiguration.

Subarea SNA depends on the ddiak control layer (typically SDLC or LLC2) for reliable delivery of
packets from onaode to thenext. The LLC provides windowWlow control on anindividual link. SNA also
uses flowcontrol end to end tensurethat intermediate nodes do not gevtngested and applications are not
overrun.

Routes arepredefined as a series 6hops” between any two nodes in a subarea SNA networRoute
definitions are static, and ordered according desirability. When asession is initiated, théirst available
route from thelist of predefinedroutes isselected for the sessiamaffic. The list of availableroutes, and
transmissionpriorities for those routes, depends on tl@ass Of Service (COS) for the newsession, so
sessions of different COS may be assigned to differentes. If anylink or node along theroute fails, the
session igerminated and the user or application can start a session if desired.

Advanced Peer-Peer Networking (APPN)

As the namesuggestsAPPN enablesnodes to communicate withoutquiring mediation by a T5 node.
This gives thenetwork better connectiofiexibility, scalability, and reliability.

The APPN extensions to SNA distribute tha@etwork control into manyControl Points (CPs). Each
Control Point has gartial responsibility for many of the same functions of t88CP, and others asell.
The functions includdinding location of partner nodes angklectingroutes. Thisrelievesnetwork personnel
from having to configurdocations and routesControl Pointsexchange topology and directomgformation
amongthemselves usin@ontrol Point to Control Poin(CP-CP)sessions.

Unlike subarea, there are only two typesAPPN nodes: end nodes antketwork nodes. End nodesupport
the APPN protocols through connection to a network node andlacated at the periphery of thePPN
network. Networknodes and their interconnectidmks form the intermediate routing network:hey are
responsible for interconnecting the end nodes. For example, they penfoute selection based on the
information given to them by the end ades, directoryinformation accumulatedhrough searches and
topology informationexchangecamongthemselves andther networknodes.

10 SNA overFrameRelay
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Figure 3. APPN Network

APPN network nodes use Intermediatéession Routing (ISR) protocols to forward packets along a
pre-determined path through the network. Thpiasth, aseries of*hops” from node to node, is determined
dynamicallywhen thesession is set up but does not change for dineation of thesession. If any link or
node along theroute fails, all sessions usinghat resource are terminated amdust berestarted by the end
user or application. Likesubarea SNAAPPN with ISR depends on the data linkontrol layer (DLC)
between adjacent nodes over edntividual “hop” to ensurereliable delivery ofpackets. TheAPPN/ISR
frame formats are&ompatible with subarea SNAame formats used tattachperipheral nodes.Addresses
on each link areonly locally significant, andAPPN/ISR performslabel swapping at the intermediate nodes.

APPN uses IEEE 802.2 Logicdlink Control type 2 (LLC2) to ensure erromrecoveryaboveframe relay.

This protocol islike HDLC in that it sends andeceivesacknowledgments for somreumber of framedbefore

continuing to sendmore. It also supportsretransmission of lost ocorruptedframes. If a frame is lost or
corrupted,LLC2 asksthat the sender retransmit the lost frame and all themessentafter it. Although

very effective for older lessreliable transmission lines, thisneans of retransmission isefficient for today's

high speed, high qualitlines.

APPN/ISR uses thesame highlevel flow control found in subarea SNA, but it issed on each hop to
obtain maximumutilization of each linkwhile avoidingcongestion at any node. Thigquiresthat buffers

Different Types of SNA 11
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be allocated at each intermediat®@de, and thenumber ofrequired buffers increasesvith the number of
sessions anavith the bandwidth and propagatiatelay of the links.

APPN selectssessionroutes based ortClass OfService(COS) requirements. Data with different attributes
can be sent ovedifferent paths with different attributes. For exampldatch traffic may be sent over a
satellite link with low cost, highbandwidth and long propagatiogelay, while credit cardransactions are
sent over asecure patlwith low propagationdelay.

High Performance Routing (HPR)

The High Performanc&outing (HPR) extension toAPPN uses the existindAPPN control algorithms for

locating resources andelectingroutes, but it adds additiondkeatures fortransporting the data. These
features exploittoday's high-speed, high-qualityinks, more powerful end systems andtandard protocol

switchedbackbones.

HPR minimizes the processing required in intermediatalesusing Automatic Network Routing(ANR)
and Rapid-Transport ProtocdRTP). RTP providesend-to-end transporbetween any two end points in
the network. Intermediate nodes are reatare of SNA sessions dRapid Transportonnections. ANR is a
source-routing protocolEach network-layer packet isouted based on thenformation in the packet. See
Figure 4 onpage 13.

12 SNA overFrameRelay
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Legend:

NN = Networlc Noda

EN = End Node
RTP = Rapid-transport protocol
Data = Trareport haadar and data

Figure 4. Automatic Network Routingyith Rapid TransporProtocol for SNAsessions

Rapid-Transport protocol issed above ANR to ensure errogcovery andretransmission end to end. This
eliminates the intermediataodes fromhaving to doroute look-ups orparticipate inhop-by-hop error
recovery, also reducing the processing and buffeegded in the intermediate nodes. RTP usekective
retransmission, meaninghat only lost frames areretransmitted, makingmore efficient use of network
bandwidth.

Another feature of HPR is AdaptiveRate-BasedARB) flow and congestion control. To ensurthat the
sender is not sending data to a congestetivork orreceiver, theAdaptive Rate-Based algorithexchanges
information between the two end points of an RTP connection. This informagitsiabout thestate of the
network and other endystem so the sender can regulate #reount of data isends accordingly and avoid
congestion. Since ARB handlesflow control end-to-end, there is nmeed for LLC windows; data packets
are sent using connectionlessrvices (e.g. LLCType 1).

APPN with HPR uses thesame COS-basedoute selection algorithm as baseAPPN. The route is

determined when theession is set up, but there is afailure along the path, e.g. PVC statusindicates

inactive, the RTP end points dynamically find and switch to a meath withoutdisrupting thesessions, as
opposed to dropping theessions as isubarea andPPN.

Different Types of SNA 13



0 1997 IBM Corporation

Multiplexing PUs over Frame Relay

As stated above, each subarea SMAvice has ahysical Unit(PU). Normally networks areconfigured
suchthat a router offrameRelay Access Device (FRAD) is gdched to the frameelay network anduses
the framerelay virtual circuits (VCs) as its transmission grougdGs). All subarea SNAtraffic from the
LAN PUs is concentrated at the router BIRAD and multiplexed over the frameelay virtual circuits to
various destinationsThere areseveral ways tonultiplex thistraffic over the framerelay connections.

SNA station
N [ 1]
Asyne 8 BSyne N\ l |
d TN\
\\\\ FR BAN
Neras (Bricged SNA
A
—~
7N\ —
{m|m | 7N\
\ )/ —( TR )
I N
SNA J—
Llaad re- [ P T
oS noweQ ir
IPHosts
(FRF 3.1 Support)
FRBNN
(Routed SNA)
AS/400
Asyne & BiSync

Figure 5. FrameRelay Network Transporting SNA

One VC per LAN PU

It is possible to configure one franrelay PVC per PU pedestination. However, this is ngiractical except
in small, privatenetwork scenarios. The cost of one PVC per PU in a pulnletwork would beprohibitive.
In addition, theamount ofsystem definition required for k&rger or growingnetwork mayquickly become

overwhelming.
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SAP Multiplexing

SAP Multiplexing istypically used with theBoundary Network Nod€¢BNN) format described below. Using
the framerelay multiprotocol routedframe format, there are 12valid 802.2 Service AccesBoints (SAPs)
that can beused for multiplexing on any frameelay virtual circuit. The advantage of thiechnique isthat
larger frame relay VCs may beused and betteutilized asopposed tomultiple smaller framerelay VCs.
However, for LAN campuseshat have alarge number of LAN PUs,there may not beenough SAPs to
represent all of the LANPUSs. In addition, the SAP-PU associations are typicalljmade throughsystem
definition, whichbecomes complex in &arge campusframe relay device and at Aost orcentralsite. Since
the MAC addresses of the LAN PUs ameapped toSAPs, network management has no way to know the
MAC addresses of the LANPUs. They arehidden from the remote network management.

MAC Multiplexing

MAC Multiplexing uses theBoundary Access Node(BAN) format described below. The LANMedia
Access(MAC) address as well as theAPs can baused todifferentiatebetweendifferent traffic for different
PUs. Theadvantage to thispproach is that the MAGddress used talentify the PU on the LAN is the
same MACaddress used talentify the PU on the frameelay connection.Because all MAC addresses are
unique and arecarried over the frameaelay connection,little to no mapping definition is needed. This
means that BANscales well to largecampusconfigurations. In addition, because the MA&ldress is
known to thecommunicationsontroller orhost end router, the network managematso has knowledge of
this device and can individualladdress the device. The MAC addressgshin the BAN formatalso add
overhead to each frame.

DSPU Support

DownStream PU(DSPU) support is atechnique used bgomevendors to multiplextraffic from multiple
LAN PUs over a framerelay connection. In this technique thdevice with access to thé&ame relay
network contains &ingle SNA PU. All trafficfrom the LAN PUs is made to lookke Logical Units (LUs),
i.e. program and terminataffic, within the access device. Thbenefit to thisapproach is that ibvercomes
the SAP limitation,while still using the low overhead BNNormat. However, the relationships between
LAN PUs and access device LUsust bedefined. Also, because thaccess device imapping LAN PUs to
its own LUs, thenetwork topology behind thaccess device isidden from network management.
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Formats and Functions for SNA over Frame Relay

When framerelay isused as a TG or link, the SNA packets dypically encapsulated in one of the formats
defined in theFrame Relay Forum Multiprotocol Encapsulation document (FRF.3.Mhese formats are
commonly known in SNAterms asBoundary Accesdlode(BAN) and Boundary Network NodéBNN). As
an alternative, SNA packets may be encapsulatedther networklayer protocols such a3 CP/IP to be
transmitted across th&ame relay network as inData Link Switching (DLSw). Each ofthesemethods is
describedbriefly below. More detail on the SNAformats and functions can bgeen in the IBMFrame
Relay Guide.

Aside from the standard formats and functions belmeyeralvendors have developed proprietanethods
for transporting SNA oveframerelay. Theproprietarymethodstypically havesome enhancetkatures over
and above the methodBsted above. Details on thesenethods can be obtained from thedividual

equipmentvendorslisted on theFrameRelay Forum World Wide Website.

Boundary Network Node (BNN)

Framerelay Boundary NetworkNode (BNN) uses theouted frame formatsgiven in FrameRelay Forum
Multiprotocol EncapsulationFRF 3.1). Although this format haslessoverheadthan theotherformats, it
does notcontain any information on how or if the LAN P traffic is multiplexed on the frameelay virtual
circuit. The devicesthat support SAPmultiplexing use thisformat. The Destination SAFDSAP) and
Source SAP (SSAPjields of the LLC2 header aredefined torepresent the LANPUs. See fig 6. This
format is also used forDSPU support. APPN devices usethis format because of the low overhead and
becauseAPPN devices carroute frames to the LANdevices. Sinceghere are noPUs, they do not need any
PU multiplexinginformation.
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Routed Frame Format

Bridged Frame Format

FLAG Ox7E 1 FLAG OxX7E
ADDRESS 2,30rd ADDRESS
RFC 1490 HEADER |3or8 RFC 1490 HEADER
LLC 802.2 HEADER MAC HEADER
LiCeo2 2 HEADER
USER DATA
USER DATA
FCS 4
[l Y W S 1 MADTIAMALI |1 AM ENO
FLAWG VAILC n W IIVITAL LAY W
FCS
FLAG Ox7E
LLC 802.2 Header MAC Header
DSAP 1 DMAC
SQAP 1 SMAC
2 Routing Information
CONTROL .
(optional)

Figure 6. BAN and BNNFrameFormats

For subarea andypically for APPN, LLC2 is used for errorrecovery across each framelay connection.
For HPR, RTP iwsed for end to end erraecovery. Whenusing SAP Multiplexing, ond.LC2 connection
spans the LAN and the franrelay link to ensure errorecovery.

BNN is preferred wherthere is an SNAnode ateach end of the frameelay link because it is themost
efficient in terms of overhead.

Boundary Access Node (BAN)

BAN (BoundaryAccessNode) support uses thieridged frameformats inFrameRelay Forum multprotocol
encapsulatiorspecification(FRF 3.1). SeeFigure 6.

BAN was designed to address thienitations of BNN when supporting multiple LANdevices.There is no
limit on the number of LAN stationsupported for @VC. No configuration is needed when adding a LAN
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station. Network managemenalerts from LAN stationsallow them to befully identified using the MAC
and framerelay DLCI.

One LLC2 connection mayused across theANs and framerelay toensure errorecovery. In thiscase the
LLC2 connection might time out if thelelay across th& ANs and frame relay networks is too long or the
LLC?2 timers are set incorrectly.

Alternatively, BAN mayterminate LANLLC2 connections and multiplex the SN#affic across frameelay
networks using differentLLC2 connections. This functioralleviates thetiming constraints of theLLC2
connections, but does not require the overhead of TCP encapsulatidh3s.

The disadvantages of thisncapsulatiormethod are sslightly largerheadersize and the lack ofupport in
older versions oNCP. Theflexibility and scalability ofthis method,typically make it thepreferred choice.

BAN is typically used toconnect a LAN toframe relay when the fullfunction of an SNA node is not
needed.

Data Link Switching (DLSw)

Data Link Switching (DLSw) is atechnique for caying SNA over aTCP/IP network. Framerelay comes
into play when theTCP/IP network usedramerelay tointerconnect its routers. In this way the SN#affic
is transportecbver framerelay.

DLSw breaks the journey of an SNA packeito three segments: thiecal LAN, the TCP/IP network and

the remoteLAN. In the local LAN an LLC2 connection isused for errorrecovery and igerminated in the
local router connected to th&rame relay network. Thelocal router uses & CP/IP connectionover one or
more framerelay virtual circuits toensure errorecovery across the franrelay circuits and theéntermediate
TCP/IProuters. The remote router terminates th€P/IP connection across thieamerelay circuit and uses
a anotherLLC2 connection totransfer the data across thremote LAN to the destination. Thé&ame

formatused forDLSw is thesame formaused totransport IP aross frameelay.
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Figure 7. DataLink Switching(DLSw)

DLSw is beneficial in apredominately IP routed netwonkhere the percentage of SN#affic is small. The
major drawback of DLSw is that both SNA and IPtraffic are tagged with thesame multiprotocol
encapsulation header. To the frameday layer, all the traffi@ppears as IRraffic and differentiatingpetween
the encapsulated SNA and the true tfBffic becomedifficult.

In addition, theindividual SNA prioritiescannot berespected. All SNAtraffic to a destination is put onto
the sameTCP/IP connectionregardless ofwhether it isinteractiveterminal session andatch file transfer
traffic. Although this causes n@roblems with the SNA protocols, the end-user response time sufgr.
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SNA over FR Issues

Quality of Service

Delay

Subarea andAPPN aredelay sensitive onlypecause theeliable DLC used . LC2. LLC2 wasdesigned for
point-to-pointreliability and itstimer defaults are set accordinglyLLC?2 typically demands an information
frame acknowledgement within 1-2 seconds. However, this timergeserally configurable (timer
ACK_TIMER) and may be madé&nger.

Momentarydegradation indelay will not generally beenough to drop an SNAession, although it may be
noticeable to the end user. THA.C2 protocol will recover any frameshat are notacknowledged in the
allotted time periodusuallytransparent to the enagser.

Since HPR uses RTHnstead of LLC2 as a reliable transport, its protocoltiming constraints are
considerablymore flexible than SNA andAPPN. Theamount of time ittakes before RTP declares a frame
lost is based on the measureaundtrip time and is notconfigured orfixed.

In general theLLC2 protocol timers should be configured based amerage time for drame to be sent to
the remotesite and to get amcknowledgment back (theound trip delay). TheLLC2 protocolwill recover
in the abnormakaseswvhere the actuadlelay exceeds the average delay.

Using priority framerelay VCs should bédased on reducing the user response time and not satisfying SNA
protocol constraints. For example, a high priority PVC desirable when itwill carry predominately
interactive(e.g. 3270) traffic. A highpriority PVC would notnecessarily baised for non-interactiveraffic

just to satisfy theLLC2 timers. By increasing théimer values anormal PVC would workwell. It is also
important to note that putting all SNAraffic on a high priority PVC does not guarantee low response
times. SeéSNA priorities” on page 21.

Loss

SNA is very well suited to framerelay in this respect. Subarea,APPN and HPR allhave robusterror

recoveryprocedures anwvill recover in nearly altases ofost frameswithout anynoticeabledifference to the
user.Subarea andPPN usingLLC?2 rely on go-back-Nrecovery.This means that if aeceiverdetects a lost
frame (missing sequenaceumber) ittells the sender to retransmit aframes starting with the onéhat was
lost or corrupted. This islonetransparently to the application protocol.

HPR/RTP uses amore sophisticated form ofecovery calledselectiveretransmission. In thisnethod the
receiver tells thesender to retransmit just the franieat ismissing orcorrupted. Thismethod is moresuited
to framerelay in that higher speed and qualityonnections andower buffer memory prices make recovery
without unnecessary retransmissionsnare desirable desigpoint.
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These erromrecoverymechanismallow the applications taontinue incaseswhere thenetwork is heavily
congested and is discarding frames.

SNA priorities

SNA has 4 traffic classes opriorities, network control, high, medium and low. These are set by the
applications based on its requirementdNetwork control isself explanatory, high is used fointeractive
traffic like 3270 terminal traffic, and low forbatchtraffic like file transfers. The prioritiesnust berespected
when running multipleclassesover the same FR PVC anghen running multiple protocolsver the same
frame relay PVC. See“Fairness with SNA and otheNetwork Layer Protocols.” Forexample, obtaining a
priority PVC from anetwork provider may not improve response timebdtch traffic is sent at the same
priority on the PVC as interactivéraffic. Even whengiving SNA priority on a multiprotocol PVC, the
internal SNA prioritiesmust berespected or response tinsensitive traffic mayfind itself queued behind a
batchtransfer. Only subareaAPPN, or HPRnodesfully respect SNA priorities.Othernodes(e.g. DLSw

or FRAD) cannot.

Fairness with SNA and other Network  Layer Protocols

There are manychemes fomgiving SNA traffic priority on the same PVCs asther multiprotocoltraffic.
Most products use the FRF 3.1/RFC148eader as a way tdiscernprotocols andprioritize one over the
other. Thisgenerallygives SNA traffic, which is ofteninteractive, priority overtraffic such as IP or IPX
which is typically not as mission-critical. This also generallysatisfies theLLC2 timer requirements of
subarea andPPN.

Prioritization should bebased on application instead gfotocol. Forexample,problems mayarise by
gueuingTCP/IP Telnettraffic behind SNA batchraffic. However it isstill important toprovide SNAtraffic
some minimum guaranteedbandwidth because of the timesensitivity of LLC2. This is also important
because in the event of congestion SNMll back down and could bstarved by the TCPraffic. See
“Congestion Control.”

Congestion Control

Congestion control ismportant tokeepthroughput up. If theframe relay network iscongested, it makes
more sense to reduce themount oftraffic offered to thenetwork than tooffer traffic that the networkwill
discard and have to beetransmitted. There are twways for SNA devices t@ontrol congestion.
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Explicit Controls - FECN/BECN

When thenetwork sets theFECN andBECN bits in the frame heademost SNA productswill reduce the
LLC2 window size tocontrol theamount oftraffic offered to thenetwork. In HPR, which does not use
LLC2, a FECN causes ARB to slowdown. Both of these mechanismallow the network to recover and
thentraffic ramps back up to the contract€dR.

Implicit Controls - ARB

HPR is uniquely suited to frameelay in that it periodically measures theound trip delay across the
network and adjusts theffered traffic to thenetworkaccordingly.This avoids congestion rather thamaiting
for a FECN orlost packet toreact. It also maximizeshroughput in hteeventthat theframerelay network
is lightly loaded.

Selective Retransmission vs. Go Back N

As mentioned above, HPR uses sglective retransmissionmethod of recovery vs. ago-back N. In a
congestednetwork this helps to further reduce congestion by not retransmitfiagnesthat were notlost.
Only thoseframesthat arelost or corrupted are retransmitted.

Interworking with ATM

Network Interworking

Interworking with ATM using Network Interworking (FRF.5) istransparent. To the SNA protocdtdyers
and applications altraffic looks like it is running over Frame Réy. The congestion bitsPLCI and
multiprotocol encapsulatioheaders are the same, so the interworkinggamsparent.

Service Interworking

The APPN, HPR andubarea multiprotocol encapsulatitieaders inFRF3.1 aretranslated by the ATM
Service Interworking Unit to the ATM equivalenfRFC 1483). The ATM congestion information iglso
translated to and fronframe relay. In addition, the HPR over ATMspecification was also designed to
handleservice inerworking with framerelay.
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HPR extensions for ATM and Connection Network Support

HPR extensions for AT Mveredeveloped to let SNA applications rutirectly over ATM networks,without

an intermediatdayer such as LAN emulation oframe relay network interworking. APPN is given direct
access to ATM signaling. ATM addresses astored and distributed by thaormal APPN topology
algorithms.APPN link definitions canspecify ATM throughput and Qo0S. “Smartapplications may be
able to specify neededthroughput and QoS foAPPN torequest from thainderlying ATM subnetwork. In
addition, APPN route selectionunderstands AT Mcharacteristics sthat optimalroutes can be chosen.

APPN/HPR also takes advantage ATM's SVC capability. APPN's “connection network” function
allows nodesthat areconnected to @ommonshared(e.g. LAN) or switched(e.g. ATM) facility to bring up
direct connections with eacbther. Thesdinks need not balefined in advancethey are dynamically created
when needed for a new session.
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Summary

SNA s still the predominate protocol othoice for missioncritical applications andwill continue into the
foreseeablduture because of thé&arge investments in capitabquipment, application developmertaining,
and operational proceduredf=rameRelay hasestablishedtself as the WANprotocol ofchoicethat has the
facilities to support SNA and itsmanageability, reliability and efficiency features most effectively and
economically. The advent of QoS and SVCs kmame Relay strengthens thisond by adding further
support to the SNAfeatures andflexibility in network configuration that SNA is uniquely qualified to
advantage.

This paper has onlygiven a brief overview on theopic of SNA and providing SNAservicesover frame
relay. There is awealth of information contained both in theferences listebelow as well as those of
vendors whaosupport and implemerntheseprotocols.
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